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Abstract—Security and privacy are increasing concerns for
both IT service customers and providers. According to cloud
security alliance (CSA), privacy level agreements (PLAs) are
intended to be used as appendixes to service level agreements
and are likely to become as an industry standardized way for
cloud service providers to describe the level of privacy and data
protection. In this paper, we introduce an approach to verify
whether the system design of a service provider supports the
service customer’s privacy and security preferences, by exploiting
PLAs. In the first step, we formalize the PLAs. To this end, a
metamodel for the PLAs is provided. This metamodel is based
on the PLA outline provided by CSA, which is originally based
on Directive 95/46/EC. In our research, we first investigate if an
adaptation of the PLA outline with respect to the Regulation
2016/679 (repealing of Directive 95/46/EC) on the protection of
natural persons with respect to the processing of personal data,
is required. Afterwards, we describe how the PLAs are used to
support model-based privacy and security analyses. Moreover,
we explain how the analyses results can be used to refine PLAs.
Our approach is supported by the CARiSMA tool. To evaluate
the approach, we applied it to a real industry case study.

I. I NTRODUCTION
A main problem for the IT companies that process personal
data of the customers and the employees is to provide data
protection, security, and avoid data breaches. According to a
global survey [1], 88% of people are concerned about who
can access their private data. In Germany, 72% of consumers
expect the government to keep out of their personal data. The
development and the use of new technologies and business
models such as cloud computing and open government have
even increased the complexity of ensuring security and data
privacy extensively.
The service customers need to know if the level of privacy,
and security are fulfilled according to the legal basis and their
own privacy and security preferences. Besides, the IT service
providers need to convince their customers of security and data
privacy.
In our research, we provide an approach to verify whether
the system design of a service provider supports the service
customer’s preferences concerning privacy and security, by
exploiting privacy level agreements (PLAs). PLAs provide a
structured way to precisely specify the level of privacy and
personal data protection that the service providers offer to
maintain with respect to the related data processing [2]. In
the course of our research project VisiOn [3], we extended
the PLA outline (provided by Cloud Security Alliance [4]) to
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capture the privacy and security preferences of the service
customers and subsequently perform privacy and security
analyses to verify if the preferences are supported concerning
the system design of the services.
Model-based techniques provide a possibility to support
privacy and security analyses. Using the system models, the
privacy requirements are considered from early stages of the
design and the development process. Motivated by this, we
investigate the following research questions:
RQ1: How can privacy level agreements (PLAs) be formalized to support model based privacy analysis?
RQ2: How can we verify if the privacy and security preferences that are specified in the PLAs are supported
by the system design?
The rest of this paper is organized as follows. Section II
provides a brief background on model based security analysis
(UMLsec). Section III presents the formalized Privacy Level
Agreement. Section IV briefly introduces the main concepts of
our approach. Section V introduces the case study. In Section
VI, we provide the related work. Finally in Section VII, we
provide a conclusion.
II. BACKGROUND
UMLsec [5], [6] provides an approach to develop and analyze security critical software, in which security requirements
such as integrity, availability, and confidentiality are presented
in system models (modeled by UML diagrams [7]). The
UMLsec language is an UML profile (a lightweight extension
of UML using the standard UML extension mechanisms),
which can be easily annotated in existing UML tools and thus
easily be integrated into the development, without breaking
existing processes. Security requirements are expressed using,
stereotypes and tags. The main idea of UMLsec is to present
maximal analysis power, while allowing to use everyday development tools. UMLsec provides so called checks to ensure
the annotated requirements. The CARiSMA tool [8], [9] can
be used for the relevant security analysis. UMLsec has been
used to investigate a variety of security properties (such as
[10]) in a number of applications in practice (such as [11],
[12], [13], [14], [15]). The relation to other non-functional
requirements has been investigated e.g. in [16] and recently
the security analysis techniques have also been applied at the
code level [17] and integrated with the requirements elicitation
phase [18], [19].
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Fig. 1. The PLA metamodel.

III. F ORMALIZED P RIVACY L EVEL AGREEMENTS : T HE
PLA M ETAMODEL
In order to support the model-based privacy analysis by
exploiting PLAs, a formal description of the PLAs is required.
Figure 1 provides the metamodel to express the PLAs. The
textual PLA outline [2] (provided by CSA) consists of different sections. The metamodel (Figure 1) manifests all these
sections.
According to the PLA outline [2], many concepts are driven
from Directive 95/46/EC [20] of the European Parliament
and of the Council of 24 October 1995 on the protection
of individuals with regard to the processing of personal data.
On 27 April 2016, Regulation (EU) 2016/679 (General Data
Protection Regulation, or GDPR) on the protection of natural
persons with regard to the processing of personal data and on
the free movement of such data [21] is provided by the European Parliament. Regulation (EU) 2016/679 repeals Directive
95/46/EC. Therefore, before modeling the PLA metamodel, we
compared Regulation (EU) 2016/679 with Directive 95/46/EC
to update and extend the PLA outline to be compliant with
Regulation (EU) 2016/679. Due to the lack of space, this
comparison and the adaptation of the PLA outline cannot be
provided in this paper.
GDPR adds some new definitions, updates some of the
basic principles, and formulates some new principles. From
the 99 Articles contained in GDPR, 26 Articles are not directly
mentioned or contained in Directive 95/46/EC. 37 Articles are
updated, or are described in a more comprehensive manner.

For instance, in Article 4, new definitions such as genetic and
biometric data, profiling, and pseudonymisation are added. In
Article 25 the idea of data protection by design and default
is provided, which is not contained in Directive 95/46/EC.
Although Regulation (EU) 2016/679 shall apply from 25
May 2018, we considered this regulation as a basis for
modeling the PLA metamodel. The terms and names that are
used in the metamodel are based on terms and definitions of
Regulation (EU) 2016/679.
Due to the lack of space, this metamodel is simplified,
and the relevant attributes and the methods are not presented.
Moreover, some of the concepts which are contained in the
PLA outline are not expressed in this metamodel since they
are not required for the privacy/security analysis. For instance,
the Employee or Auditor classes are not contained in this
metamodel.
Each service customer owns its private data, which will
be stored in the data center of the service provider and will
be processed through different activities (processes) that the
service provider presents. According to the PLA outline, the
service provider could be a controller, a processor, or a joint
controller. The activities could be the services (e.g. storage
of data), the customer’s requests (e.g. report preparation), or
the service provider initiative (e.g. back-up, fraud monitoring).
Different types of the processes and the data are provided as
enumerations. For the data types, in addition to the data types
that are contained in the PLA outline, the types that are defined
in Regulation (EU) 2016/679 are included.

Each data has privacy preferences. The privacy preferences
of the service customer simply specify the desired privacy
requirements of the customer concerning the provided personal
data. The privacy preferences are based on the four key
elements of privacy provided in [22]. In what follows, the
four elements of privacy preferences are provided and briefly
described:
•

•

•

•

Purpose: Purpose is the fundamental element of data
privacy. It specifies the legitimate reasons to access a
specific piece of data [23]. The service customers have
different motivations for providing data to the service
providers. The service providers must explicitly record
and track the purposes for which the data is collected.
Retention: According to the legal requirements, the data
must be collected for limited purposes and it should
be removed or restricted after it has been used for
the intended purposes. Therefore, a privacy definition
must include a retention period for the data, and the
service provider must respectively provide a mechanism
to remove or restrict the data.
Visibility: It indicates who is allowed to access or use
data provided by the service customer for an authorized
purpose. In other words, visibility restricts the number of
users who can access data regarding an operation and a
purpose.
Granularity: It refers to characteristics of data that could
be used to facilitate proper use of the data, where there
exists different valid accesses for various purposes. In
other words, data granularity describes how much accuracy is provided in response a query. It becomes useful
when the service customer requires the service provider
to provide personal data to a third party [23].

The privacy preferences are specified by the service customer. Additionally, for each process a set of objectives are
defined, which describes the purposes of the processes or
indicates if the process restricts or deletes the data that is
processed. The privacy preferences will be later used as the
input of the privacy and security analyses to investigate if
they are satisfied by the system design, i.e. they are compared
against the objectives of the processes. The possible conflicts
between the privacy preferences of the service customer and
the services are defined in the conflict class. In Section IV,
we will briefly describe how the conflicts are identified and
how they are handled.
Article 35 of Regulation (EU) 2016/679 refers to data
protection impact assessment. This requires carrying out an
assessment of the impact of the envisaged processing operations on the protection of personal data [21]. Therefore, in
the metamodel threats, risks, privacy/security requirements are
included.
Moreover as we mentioned previously, Article 25 of Regulation (EU) 2016/679 refers to data protection by design and
default. This requires that the service providers implement appropriate technical and organizational controls in an effective
manner, and integrate proper safeguards into the processing.
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Fig. 2. Overview of the proposed approach.

The implementation of the security and privacy controls are
also mentioned in the PLA outline [2] (Section 4). Thus, we
include the controls and the selected measures in the PLA
metamodel. As a part of our approach, and based on the results
of the security and privacy analyses, and the calculated risks,
appropriate measures and mechanisms will be recommended
to the service providers to ensure data privacy and security.
Furthermore, for each service provider a data protection
officer (DPO) and a supervisory authority is defined. The specification of the DPO refers to Article 37 of Regulation (EU)
2016/679 and Section 1 of the PLA outline. The specification
of the supervisory authority refers to Article 51 of Regulation
(EU) 2016/679 and Section 6 of the PLA outline.
In the following section, we briefly describe how the PLA
will support privacy and security analyses.
IV. S UPPORTING M ODEL - BASED P RIVACY A NALYSIS
U SING PLA S
Figure 2 demonstrates the overview of our approach. The
service customer (SC) indicates the privacy and security
preferences. The process of identifying the preferences is
performed using a simple questionnaire. The service customer
specifies the privacy preferences of the provided personal data,
i.e. indicates the allowed purposes of the process, the retention
time that the data will be stored in the data center of the
service provider, who is allowed to process or access the data
(visibility), and the characteristics of the data (granularity).
The privacy preferences are automatically included in the
PLA instance (an instantiated class diagram) during the PLA
generation.
The service provider delivers the system model (modeled
using UML diagrams) that specifies the structure and the
behavior of the system. Moreover, the provider delivers other
useful information such as the supervisory authority and the
data protection officer, which are inserted in the PLA instance.
The system model and the PLA instance are given to the
security and privacy analysis component. In our approach
we use CARiSMA to perform security analysis. CARiSMA
provides the possibility to perform security analysis to verify whether the security requirements are supported by the
system design. CARiSMA includes different security checks.

As we mentioned in Section II, the underlying concept of
CARiSMA is UMLsec. UMLsec originally includes different
stereotypes and tags to annotate the UML diagrams with
the security requirements. In our research, favoring UMLsec
profile, we develop a privacy analysis approach to support
the privacy requirements. We implement this approach by
extending CARiSMA with respective privacy analysis checks.
This approach is based on the four key technical dimensions
to privacy (purpose, visibility, granularity, and retention) [22].
Article 5 of Regulation (EU) 2016/679 on principles relating
to processing of personal data also explicitly refers to these
four dimensions.
In a nutshell, the privacy analysis approach that is introduced in this paper provides a possibility to analyze the system
design of the service provider concerning the four key privacy
dimensions, and in a model based approach investigate if the
privacy preferences of the service customer are supported.
In what follows, we briefly describe how this analysis is
performed.
To verify if the allowed purposes that are indicated by the
customer for the personal data are supported by the system
design, the purposes of the personal data that are included in
the privacy preferences are compared against the objectives
of the services. A service contains different components, and
the structure of each component comprises different classes,
which is demonstrated as a UML class diagram. For each
class in the class diagram a set of operations are specified.
Using the privacy profile that is created for the privacy analysis
approach, the objectives of the operations, which indicates the
purposes of the operations are specified. After collecting all the
objectives of the operations contained in the different classes,
it is possible to identify the objectives of the service that
processes the personal data. The purposes of the personal data
(contained in the privacy preferences) are compared with these
objectives. If there exists any conflicts between the allowed
purposes and the objectives of the service, the privacy check
that is relevant to the purposes fails and the results will be
documented. The whole process described above is performed
automatically.
Similarly, the operations that remove or restrict the data are
annotated with relevant stereotypes from the privacy profile.
In this way, the system design of the service is verified
to check if an appropriate operation exists that removes or
restricts the personal data concerning the retention period. It
is possible to define a retention for a specific purpose, i.e. after
exceeding the retention period, the personal data must not be
processed regarding the given purpose. Moreover, according
to Article 9 of Regulation (EU) 2016/679 on notification
obligation regarding rectification or erasure of personal data
or restriction of processing, the service provider must inform
the service customer about removing or restricting of the
personal data. Concerning the system design of the service
provider (models), by analyzing the behavior of the service
provider (for instance, analyzing the UML sequence diagram),
it is possible to verify if the service customer is informed about
the erasure or restriction of the personal data.

To check the visibility, our approach extends the RBAC
(role-based access control [24]) check of UMLsec [5], and
provides the RABAC check (role attribute-based access control
[25]). Originally, RBAC check is used to enforce role-based
access control in the business process specified in the activity
diagram [5]. In our approach, in addition to the roles and the
roles hierarchy that is defined for the data subjects, the analysis
and the access to the data is also based on the attributes of the
data. For instance, the location of the data could be defined
as a critical attribute, which must be explicitly considered in
the analysis. In this way, for example the access to data is
given to a person from a specific public organization but not
to a private organization. These specifications are contained
and annotated in the system design. Particularly, UML class
diagrams and activity diagrams are used for the specification
(annotation), and the analysis. During the analysis, the system
model is compared with the privacy preferences (visibility)
that are specified by the service customer.
The level of the granularity is analyzed together with the
specific purpose, i.e. the level of granularity that is contained in
the privacy preferences implies that the service and its relevant
operations are only allowed to process the data concerning the
given level.
The work presented in this paper is in progress, and we are
moving towards more comprehensive mechanisms to automatically analyze the privacy preferences of the customers, and
complete and formalize the concepts that are provided in this
section.
After performing privacy and security checks, using the
results of the respective analyses, appropriate privacy and
security measures and mechanisms will be recommended to
the service provider to ensure security and privacy of the
services. To this end, we use the results of our previous work
[26], in which a workflow to support small and mediumsized enterprises in the cloud system certification process
based on ISO 27001 [27] is provided. One of the main
result of this workflow was a security measure list to mitigate
the identified risks during the risk analysis process. In our
current work, we extended this measure list with appropriate
measures and mechanisms to support privacy requirements.
For instance, if the result of the security analysis indicates
that the confidentiality of a link that transmits the personal
data is not properly provided, then the service provider may be
recommended to use an encrypted link to transmit the personal
data.
Moreover, the results of the security and privacy analysis
component and the identified conflicts between the customer’s
preferences and the system design are delivered to the conflict
analysis component. This component analyzes the results and
the conflicts and provides a mechanism to handle the conflicts.
The results of this component are documented in the PLA
instance. For instance, if there is any conflict between the
purposes that are specified for the personal data (indicated by
the service customer), and the objectives of the process that are
specified in the system design, either the service provider must
avoid processing the personal data regarding the prohibited

purpose or the customer must accept that the personal data
will be used for that purpose.
Finally, the refined PLA instance containing different information such as privacy preferences of the service customer
concerning the conflicts, and appropriate privacy and security
measures and mechanisms is generated.
V. C ASE S TUDY
To evaluate our approach we applied it to a real industry
case study, namely a birth certificate registration process in the
Municipality of Athens. This is a case study from the VisiOn
project [3], in which the privacy level of a public administration system is evaluated and a privacy level agreement between
a customer and the public administration will be generated.
Municipality of Athens (MoA) is a Public Administrator (PA) in Athens. MoA develops a new system MACS
(Municipality Athens Citizen System), which stores all the
customer’s data. MACS provides different online services to
the customers.
One of the services is issuing a birth certificate for a
customer. In this process, the customer provides an application
form to the MACS. This application form contains different
data such as, citizen’s ID number, the phone number, the
address, and the birth information.
To analyze the privacy of the MACS’s system design, in the
first step, the privacy preferences of the service customers are
required. Therefore, before starting the system analysis, using
a simple questionnaire, the customer privacy preferences containing allowed purposes, retention time, visibility, and granularity of the personal data are collected. These preferences
must not necessarily be specified by the service customer, but
could be derived from legal privacy requirements. This process
will not take place whenever the customer wants to issue a
birth certificate, but only to analyze the system’s privacy and
for instance, assist the system developer to ensure privacy and
security in MACS during the design time. The customer may
require that the personal data must not be used for commercial
purposes, specifies that the given personal data must be deleted
in one year after issuing the birth certificate, and only the
administrator of the MACS in the citizen registry department
is allowed to read the data. This information are included in
the PLA instance of the customer.
Issuing a birth certificate as a service is modeled using
UML diagrams (deployment, sequence, component, activity,
and class diagram). This service contains different classes
with different operations. The operations are getAppForm(),
issueBirthCertificate(), saveAndClose(), for which a set of
purposes are specified. This set of purposes are compared
with the allowed purposes that are indicated by the customer.
In case of any conflict, the results will be documented in
the PLA, and the customer will be informed. Moreover,
appropriate privacy and security measures and mechanisms
will be recommended to the service provider (MoA).
In this case study in total, we analyzed three different
scenarios of MoA including three different services. Results
include that our approach can be successfully applied to a

real industry case study with complex services, processes, and
components. Specifically, according to the two research questions investigated in this work, results include the following:
RQ1: We provided a metamodel to formalize the privacy
level agreements in order to support model based
privacy analysis. We considered Regulation (EU)
2016/679 as a basis for modeling the PLA metamodel. The PLA instance for each service customer
that is modeled as a class diagram, contains the
privacy preferences of the customer.
RQ2: We provided a privacy package based on the four key
elements of the privacy (purpose, retention, visibility,
and granularity), and implemented our approach by
extending CARiSMA in order to perform privacy
analysis. The privacy and security preferences of a
service customer are captured in a PLA, and using
CARiSMA, automatically the system design of the
service provider is analyzed to verify whether the
privacy and security requirements are supported.
VI. R ELATED W ORK
We are aware of only one published work on formalization
of the PLA. In this work [28], the authors propose an ontologybased model to represent the information included in the privacy level agreements and automate the process of enforceable
policy creation. Moreover they extend this ontology to create
a link between policy elements in the PLA and the actual
policies processed by software systems. The ontology that
they provide establishes a mapping between high level policies
and low level policies (machine readable policies). However in
our work, we use the PLA metamodel to support the privacy
analysis of the IT systems. Furthermore, our PLA metamodel
is based on the Regulation 2016/679.
In [29], a framework is provided to support the elicitation
and analysis of security requirements from relevant regulations and laws, and develop a system that satisfies these
requirements. In their work, they also use UMLsec to support
the development of a design to satisfy the elicited security
requirements. However, they do not support the elicitation of
the service customer’s security and privacy preferences and
the analysis of the system design based on these preferences.
In [30], a framework for model based privacy ’best practice’
compliance checker that assists the experts to reason about
how privacy compliance may be satisfied, optionally using
predefined models, is introduced. In their work, they consider
top level security and privacy goals, and link them to the
system level enforcement technologies. They do not focus on
the system design and they do not perform an analysis on the
architecture of the services.
In [31], the authors argue that the privacy must be considered when cloud computing services are designed, and it
should be built into every stage of the product development
process. They have suggested a variety of guidelines and
techniques to assist the software engineers to achieve this.

VII. C ONCLUSION
In this paper, we introduced an approach, to support the
service customers to verify if their privacy and security preferences are supported by the system design, using privacy
level agreements. Moreover, in this approach we assist the
service providers to convince the customers of the security
and privacy, by recommending appropriate security and privacy mechanisms, and handling the conflicts between the
customer’s preferences and the system design. This approach
is suitable for both designing new services (privacy by design)
and analyzing the privacy of the existing services (privacy
analysis). Our approach only focuses on the design of the
system, and generate a PLA containing the privacy preferences
of the service customer and the system specification together
with the results of the analysis, appropriate measures and
mechanisms, and possible conflicts between the design of
the system and customer’s requirements. This approach is
integrated into VisiOn project, in which different tools are integrated to provide a platform to privacy and security analysis
of public administration systems. The VisiOn privacy platform
provides the possibility to enforce privacy level agreements
during runtime.
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